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In order for other people to send you secure meszages, pou must
generate a key pair.

“Yaur key pair will alzo be used to sign digital documents.

A key pair consists of a "Public Key," and a "Frivate Key"" The
public: key should be given to everyone you know [FGF has
facilities ta assist in thiz). The private key should be kept
abzolutely secret.

If you would like more information on what a key pair iz and how
PGP warks. click the Help button, below.

Otherwise, choose Next to continue:
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4.1 A\ S RL 845 1Y Full name & Email address 7 1% » 4% [N —F] -
Full name L [key???] a4 (22? REEA (05 > AHiB] Ay key979) ©

“What name and email address should be associatad with this key
pair?

Bty listing your name and email address here, you letyour
correspondents know that the key they are using belongs to you.

Eull name:

IkeyB?B

Email address: — %E%%—{I%Ej(%qj
|test@tp.edu.tw{ /Dﬁ‘fﬁ’?ZHﬁﬁéﬁ{%‘%

cb—#@ | [THw-]| s | 2y |

5.%53% [Diffie-Hellman/DSS]) - ##E [T—F] -

What type of key would wou like to generate? fyou don't know it's
recommended that you generate a Diffie-Hellman/DSS key pair.

RSA is the "old-style" PGP key. Mostnew users of PGP will be
expecting a Diffie-Hellman/DS3 key.

Ifyou'd like maore infarmation on the differences between the twa key
types, press the Help button, below.

Key Fair Type
& Diffie-Heliman/DSE
1~ BEA

b | [Tpw-]|  mE | By |

6.3 [2048 bits] » 3 [F—25] -

How large a key pair do vou wish to generate? As arule, larger keys
are more secure, but slower.

Far most applications, 1024 - 2048 bit keys are quite sufficient.

- Key Pair Size
1024 hits
¢ 1536 hits (1536 Diffie-Hellman/1024 DS5)
(= 12048 bits (2048 Diffie-Hellman/1024 DS}
€ 3072 hits (3072 Diffie-Hellman/1024 DS5)
= Custom (1024 - 4036 hits)

|2048

b | [Tpw-]|  mE | By |
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7.8 [Key pair never expires] (@R iEHR) » B [T—H] -

You can setyaour key pairto automatically expire within & certain
armount of time.

Wyhen your key pair expires, you will no longer be able to use itfar
encrypting or signing. Howewver, itwill still decrypt and verify.

Once you genetate yaur key pair, yau will not be able to change its
expiration setting

Key Expiration

& Key pait never expires

© Key pair gxpires an 2007/09418 -

<@ | [THw-] =8 | o |

B.EITRUEREMS > £/ 8 {E¥ T - Hpw A —EE s (AH & 50E K
12345678 ) » FRE AR HNG R > 8 [F—2F0] - (i Eep (TR LL R46)

“our private key will be protected by a passphrase. Itis impartant that
wou do notwrite this passphrase down

Your passphrase should be atleast 8 characters long and should
contain hon-alphabetic characters.

Passphrase ™ Hide Typing

12345676 =
[ |

Fassphrase Cuality:  EIENNERENEN

Confirmation:

12345678] =l
[ ]

sb—p@ | [F—Fw-]  ma | S

0 HHE R TEES [ T—5] - HEM T HWHIZRTAE S PGP Key pair(PGP fik
) - B [5Ek] -

Congratulations! You have just generated a PGP key pairl

Youwill now be able to receive secure messages and sign
documents.

[fwou wish to send vour key to the server at a later date, simply right
click onitin PGFkeys, and use the "Send to" menu item

Click Finish below to add your new kesy ta your keyring!

<b—5@ | wE | g |
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File Edit View Eeys Server Groups Help
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Bk Akey079 <test@tp.edu.tw> %

EHEI key070 <test@tp.adu.twr= @ User ID
gy, kepdT0 <test@tp.edu e D33 exportable signature
1 kew(s) selectad A

2563 [Keys] THIEEE - BEHY [Export] -

Eile Edit View | Keye Server Groups Help
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Add s
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Ly keyd70 < Bisable D35 exportable signature
Revcke ...

Reverify Signatures

Wew Key ... Ctrl+N
Share Split ...
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1 key(s) selected

Properties ... Ctrl+]1
3R AR H B GE RO (AIAHEH 2 A3t [key979.asc]

71> [My Documents] &Rl ) > B [1FAE] BITERK ©
=

=% PGPkews

File Edit Wiew Kews Server Groups Help

=AW AT R SH

Ee: | Fali... | Trust | Size | Description |
=597 key979 <test@tp.edu.tw= @  Emmmm 2048/1024 DH/DSS key pair
=HET kew@79 <test@tp.edu.tw= @ User ID

DE3 exportable signature

:---ﬂ., kew979 <test@ip.edu. tw>

A (e IE]MY Documents LI - =

[ 1 kevt:

TEEEEEAD: [key970.asc )
TEIE4ERIT): [ASCII Key File (*.asc) =] e |

™ Include Private Key(s)
™ Include B.0 Extensiaons

(2) iR
LRGBS (AIAHELS] Key979) -

EFile Edit Yiew Eews Server Groups Help

A YN TR SH
Keys |Vali..‘ | Trust | Size |Descr12tion
Bk Bkev070 <ipst@ip.edu.iw> 3 2 24 ) air
BB key0TO <tost @tp.edu.twr @
Ly keyOTY <tast@tp,edu.ters

DES exportable signature

1 kew(s) selected PA|

FA4HII0H



S KE A EBEH ) College Entrance Examination Center &,

28635 [Keys] TrEEER » BEHY [Export] -

File Edit Yiew | Eeys Server Croups Help
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Keys Setas Default Key  Cul+D e ernlen
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== key 979 <tes Enable User ID
Ly, keyd79 - Diabie D133 exportable signature
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Reverify Signatures
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Import ... Chrl+M

L key(s) selected T CHil+E | 7
- el sl
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key979bak.asc ) - ifi%)#E [Include Private Key(s)] #EIH40 NE - FHRGEE [FHE]) -

a5 =lol x|
File' Edit %iew Keye Server Groups Help
A TR =R
Kevs | Yalidit | Trust | Size | Description
= key979 <test@tp.edu.tw> & EEmEE 2048/1024  DH/DSS key pair
=T key979 <test@tp.edu.tw= [+ User 1D
vy kev979 <test@tp.edu.tws DSS exportable signature

RS (D IaMY Documents LI = £F B

1 key Vs

TEEE)

clude Private Keyis)

clude 6.0 Extensions

4. BHPAUIE (BB X) - B4 [Don’t Save] BEFAHAS

16l x|
File Edit Wiew Keys Server Groups Help
TxAGoze2r =
Ee: | Vali,. | Trnst | Size | Diescription |
=% key979 <test@tp.edu.tw> @ Emmm 20431024 DH/DSSE key pair
201 kew079 <test@tp.edu.tw= @ Tser ID
wly keyd70 <test@tp.adu.tw= DSS exportable signature

The new key that has been generated duting this session is very
irmpartant. Losing your keyring file in a disk crash or accidental file
deletion without having & backup will render the key and all data
encrypted with that key useless.

1 keyis) selecied

ltis strongly recommended thatyou backup your keyting files to a
medium other than your main di

i Sawe Backup Now Don't Save Cancel |

MHFZERBHDBAY key???bakase » FRA EBH TE AL R BRT
TH R E AR -
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Signing key: |1ey379 dest@tp.edutw> (DS5/1024)

Enter passphrase for abowve key:

12348678

W Detached Signature :l‘

™ Text Output
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4. A T EREISE R PE ARE Fury T #3X & A A48 (ceeckey. asc) °
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& ceeckey <examdp@ceec.ed. ., D3E3 exportable signature 0x776E...
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Clipboard
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PGPtoals - Enter Passphrase

Message was encrypted to the following public keyis) :

ceeckey <exam(@cesc.edutw> (DH/2048)
kewd79 <test@tp.edutws> (DH/2049)

Enter passphrase [v Hide Typing

(8] | Cancel |
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